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Executive Summary

This document constitutes deliverable D 1.3 V3 of the VIMpay app of Work package 1 (WP1) of the
VIMpay project.
While the deliverable itself is the third version of the demonstrator app of the VIMpay app, which

can be downloaded online, this document describes the details of the implementation of the
various functionalities and acts as a report on the application.
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1 Scope of this deliverable

This deliverable describes the functionalities and implementation of them for version 3 of the VIMpay app.

2 Overview of new functionalities

Version 3 of the VIMpay app extends existing functionalities by integrating the Videoldent service, which is
an alternative way to legitimate a customer. There are also new functions to provide better customer support
and increase the user experience.

The following table shows these functions and gives a short description of them.

Function Description

VIMpay Valet Provides now new analysis functionalities to fit needs of users

VIMpay chat New way to get app support by using a real time chat

Trust model Data synchronization between user devices

Videoldent Faster and easier way to provide full KYC by using real time video chat

Kontowechselservice A service which helps the user to change his primary bank account to his
VIMpay premium account

Dynamisch Versichert A new service where the user is able to manage his insurance contracts

VIMpay Connect A new service which helps the user to add his VIMpay card in several online
shops like amazon or PayPal

3  Architecture overview

Description of the changed functions or extended existing architecture designs.

3.1 VIMpay on all devices

VIMpay on all devices extends the existing architecture design by adding a new component, the petaFuel
cloud storage, to the app diagram. The user data is synchronized across several devices in order to be up to
date at any time.

The following figure gives an overview of the extended app architecture diagram.
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Figure 1 Extended app architecture

The ObjectBroker library described in [1] now extended to load data from local storage or from the petaFuel
cloud storage.

When the local data is changed the cloud data is updated so that other devices are able to load it from the
cloud storage and don’t need to process the raw data, XML or MT940 revenues for example, again. This saves
battery and reduces the network traffic.

3.2 VIMpay Connect

VIMpay connect is a service to add the VIMpay card in several online stores like amazon or PayPal and set it
as the primary payment method. This goal is achieved using the already existing Screenscraping engine which
is a Javascript based website parser. Javascript is used in order to publish updates for changed website scripts
without the need to wait until a new app released is processed by Google or Apple.
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Figure 2Execution flow for VIMpay connect

On execution of the Screenscraping Engine the script is checked for newer versions on the server using the
petaFuel Bankparameter-service. The Bankparameter-service validates the client by checking the
transmitted token and application-ID. When all checks are passed the scripts are signed and delivered to the
client. On client side the script integrity is proven by checking the signature of it and afterwards the user login
credentials are requested before execution.

When all necessary data is available the engine automatically log into the user account and adds the VIMpay
card as primary payment method for the selected store.
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4 Implementation of functionalities

4.1 VIiMpay Valet

VIMpay Valet is a virtual personal assistant which helps the user by his daily usage of the VIMpay app. To
engage a more personal relationship between the user and his virtual assistant the user is able to customize
his Valet. So the user is now able to choose a name for his assistant or save an individual picture just like he
would do for one of his phone contacts. After the user has setup his individual assistant an in-app tutorial
will start which shows and explains the user the different functionalities the VIMpay app provides.

In the long run the VIMpay Valet supports the user by categorizing his bank account transactions so that the
user can easily generate a pie chart for specific transactions. For example the user is now able to generate a
chart which shows all his earnings for an individual time period.

The categorization functionality is accomplished by an automatic keyword filtering during the analysis of
incoming revenues. After a revenue matches a certain keyword a database entry will be created which maps
the new revenue to the existing keyword.

Category/Keyword overview

For a more readable comparison of expenses or earning we decided to display all different categoriesin a
list. Due to this feature the user can see in which categories he spends or earns the most of his money. By
swiping left or right the user is able to navigate to previous months and their calculated consumptions.

4.2 ViMpay chat

4.2.1 Support chat

The VIMpay chat is new way to get support for your VIMpay app. It's directly integrated in the app for best
usability. The user doesn't need to write eMails or have to wait in queues. The chat is basically an embedded
web view which uses a petaFuel php website to create support tickets.

4.2.2 VIMpay Valet chat

VIMpay valet chat is a bot integrated in the app where the user is able to create reminder and get FAQs
answers based on keywords in the questions. When there is no suitable question in the FAQs the bot
automatically creates a support ticket based on the question.

The bot is also able to receive transaction orders from the user and execute them. If the bot recognizes the
keyword for creating a transaction and got all needed data such as creditor contact, transfer amount and
purpose text he will show an overview of the transaction he has built. After the user confirms the transaction
he will be directly navigated to the TAN input to verify his identity.

If the validation process has been finished successfully the transaction will be managed by his bank institute.

10 1.0 8 August 2016
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4.3 Trust model

The trust model explained in [2] is now extended to provide multiple ways to store the user data. Version 3
of the VIMpay app supports stage 2 and stage 3 of data storage features.

The table below shows the Trust model in a brief description.

Storage Access
Stage 1 Data complete stored on the device Encrypted private key on device
Stage 2 Data stored on the devices but synched across several Encrypted private key on
devices petaFuel server
Stage 3 Data stored on petaFuel server

Stage 2 of the data storage helps the user to be always up to date across several devices (see 1 data storage
stage 2). This goal is achieved using separated versioned SQLite database files which will be transferred to
the currently active device if there is a newer version on the server. The server side implementation described
in [3] shows the available methods to get and set the current version of the database files.

Another planned feature is to support different third party cloud services like Google Drive, iCloud or Dropbox
to be able to access the SQLite files.
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Figure 3 Data storage stage 2
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One disadvantage of stage 2 is the data integrity. If more than device at the same time receive new data
there are multiple versions of "actual data" which leads to conflicts because the binary SQLite files can't be
merged. This problem is solved using stage 3 because all the data is stored in the petaFuel cloud and there is
no possibility to create conflict versions as shown in 2 data storage stage 3.
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Figure 4 data storage stage 3

4.4 \Videoldent

Videoldent is a new way to authorize a customer as full legitimated using real time video conversation. This
service is a cooperation between arvato Bertelsmann and petaFuel GmbH.

On both systems the Empathy SDK [4] is used and is provided by arvato Bertelsmann which is the license
owner. The SDK transfers the video via the WebRTC protocol. The functions on both systems (Android and
i0S) are the same but the Ul is aligned to fit best for the specific system.

The legitimation process is triggered by the escort status of the user. This allows the dynamic control of the
legitimation requirements so a Premium user needs full KYC and a basic user doesn't.
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4.4.1i0S
SIM fehlt = 07:48 @ % 100 %@ 4 SIM fehlt = 07:48 @ % 100 % ) 4

X <

Videoident

Legitimation Bitte gib hier deine Ausweisdaten an. Im Anschluss
fiihrst du ein kurzes Videotelefonat

VIMpay méchte dich naher kennen lernen. Verifiziere
dich per Videoident in wenigen Minuten.

Ausweistyp Personalausweis
7 Hast du kurz 5 Minuten Zeit ? Ausweisnummer 123456789
@  Bist du ungestsrt ? Ausstelldatum 12.05.2005
@ Hast du eine stabile Ausstellort Test
Internetverbindung ?
7 Hast du deinen Ausweis griffbereit ? Geburtsort Erforderlich

Alternative
Dann kann's losgehen! Weiter
No SIM = 07:51 @ % 100 %EEH4 NoSIM 7 07:52 @ % 100 % 0 4
Cancel Cancel
Connected Agent: Maximilian Schrodl End chat
Please wait

We are searching for the next available
VIMpay employee. Please be patient for a

moment
l\:
Toggle Disable Disable
camera camera IWC!UphOﬂQ
‘ Send ‘

Videoident-Log

System : Welcome to the purpleview video chat!

System : Please wait until a connection can be established.

System : You are now connected!

System : You are now talking to <b>Maximilian Schrédi</b>
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4.4.2 Android
@ g i % = @ 10:50 0% 2 @3 10:51

X
Legitimierung VideolD

VIMpay maéchte dich ndher kennenlernen. Verifzier dich Bitte gib hier deine Ausweisdaten an. Im Anschluss fiihrst du
per Videoident in wenigen Minuten. ein kurzes Videotelefonat.

John

Mein Status Hast du kurz 5 Minuten Zeit?

Personal i
Deine Todos fiir VIMpay Bist du ungestért? SEEETSTEE

. Hast du eine stabile Internetverbindung? .
Adresse hinterlegen Ausweisnummer

RicisidesiZihats Sl s is i ipeyjCa s Hast du deinen Ausweis griffbereit?

Legitimierung
VIMpay mochte dich naher kennen lernen TT.MM.JJJS

e Ausstelldatum

Ausstellort

Geburtsort

ZURUCK ZURUCK

LI 4 ] i @

Kundenberater:
Bitte warten Maximilian Schrédl|

Es wird ein freier VIMpay Mitarbeiter gesucht
Bitte hab einen Moment Geduld.

Eingabe

System: Sie haben sich erfolgreich im Video-Chat System
angemeldet!

System: Bitte haben Sie einen Augenblick Geduld, bis eine Verbindung
hergestellt werden kann.

System: Sie sind nun verbunden!

System: Sie sprechen jetzt mit <b>Maximilian Schrodl</b>
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4.5 Kontowechselservice

To use the Kontowechselservice the user needs to have a VIMpay Premium account. The user is now able to
change his old bank account completely to the new VIMpay Premium account. This feature is implemented
in cooperation with arvato bertelsmann.

The app receives the required data over pfREST and tranfers them directly to the arvato SSO site. This data
contains information about the new VIMpay Premium account like IBAN and user name. The SSO side is
embedded into VIMpay using a standard system web view.

After transmitting the data to the SSO side the user has to enter the online banking login information in order
to collect the data from the server. When all necessary data is available the old bank account is canceled and
the old standing orders are adopted to the VIMpay Premium account.

A% @

O v 13 23

< Kontowechselservice

\.IIM. El

HA®®

Ow i} 203

< Kontowechselservice

= ¥IM. El

I Alle v I Suchbegriff

[ron [

| Alle » | Suchbegriff

[raro [

Kontowechsel in
wenigen Schritten

Informieren Sie Unternehmen, Behdrden und andere
Zahlungspartner tiber Ihren Kontowechsel

Und so einfach geht's:
* Lastschriften
Benachrichtigen Sie Zahlungspartner, die Geld von
Ihrem Girokonto abbuchen.
Gutschriften
Benachrichtigen Sie Zahlungspartner, die Geld auf Ihr
Girokonto einzahlen
* Abschluss
Priifen und vervollstandigen Sie Ihre Angaben zu den
Zahlungspartnern

Einfach automatisch
wechseln

* Geben Sie die Zugangsdaten |hrer bisherigen Bank
ein, um automatisch eine Liste aller Zahlungspartner
zu erstellen.

Das Auslesen |hrer Daten kann einen Moment dauern
- bitte haben Sie Geduld

Entscheiden Sie anschliefend, welche
Zahlungspartner wir fiir Sie informieren sollen.

Anmeldung bisherige Bank

Bankleitzahl

12030000

JAWSE

Ow 1B 2[3 B 07:14

< Kontowechselservice

Bankleitzahl

| 12030000 ‘

Benutzerkennung

| Benutzerkennung ‘

PIN/Passwort

| PIN/Passwort ‘

Ich bin damit einverstanden, dass die Bank zur
Durchfiihrung meines Kontowechsels Einsicht in das bei
meiner bisherigen Bank gefiihrte Girokonto nimmt, zu
dem ich die Bank durch die Angabe meiner
Benutzerkennung und Zugangsdaten Zugang gewahre
Die Benutzerkennung und Zugangsdaten werden nach
dem einmaligen Gebrauch umgehend geldscht. Die Bank
ist berechtigt, aus dem Girokonto die Umsatze der letzten
Monate (der Zeitraum variiert nach technischer
Einrichtung der bisherigen Bank) zu kopieren und zu
nutzen. Die Nutzung erfolgt zur Aufstellung einer
Ubersicht meiner Zahlungspartner und Dauerauftrage.

In the next step the user is able to choose which debit notes and standing orders should be adopted to the

VIMpay premium account.

In some cases the user has to provide additional information (screen 2).
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LAT S 0w B 2 B 0717

< Kontowechselservice

Folgende SEPA-Lastschriften haben wir fir Sie identifiziert.
Bitte wahlen Sie aus, welche Zahlungspartner benachrichtigt
werden sollen:

2 DRV Deutsche Rentenversicherung Nord

Benachrichtigen

e I Nein |

> Landesbank Berlin AG

Benachrichtigen

| v 2 I Mein |
| Weit |

Kontakt

Nutzungsbedingungen Impressum

JAYE

Ow i

Kontowechselservice

Vielen Dank!

Bitte Uiberpriifen Sie alle Angaben in der nachfolgenden
Ubersicht, bestatigen Sie unsere Nutzungsbedingungen und
klicken Sie auf "ABSENDEN", um alle ausgewahlten
Zahlungspartner iiber Ihre neue Bankverbindung zu
informieren.

| Fertig |
| Zurtol |

Kontakt

Nutzungsbedingungen Impressum

LA S Ow B ) B 0718 LAY S 0w i3 ) d 0719

< Kontowechselservice < Kontowechselservice

Wir haben 24 Zahlungspartner mit Gutschriften identifiziert,
die ungeniigende Angaben aufweisen.

Bitte ergéinzen Sie die fehlenden Daten, wenn Sie diesen
Zahlungspartner benachrichtigen machten:

Zu Ihrer Information: Wir haben folgende Dauerauftrage
identifiziert.
Hierfiir stellen wir Ihnen nachfolgende Ubersicht Ihrer
Dauerauftrage zur Verfiigung, die Sie auf Wunsch

I v e ausdrucken kénnen.
Bitte denken Sie daran, die Dauerauftrége ggf. bei lhrer
neuen Bank einzurichten.

> Bank of Scotland

Benachrichtigen

| :

> DANIELA X MEIER

> ALISCHER, REINHARD

Benachrichtigen

| Ja I v Nein

> DENISE KOHLER

> Alischer. Reinhard

> ALISCHER. REINHARD

Benachrichtigen

| J2 I v [Nein

| > DANIEL MEISTER

> Denise Kohler

JATESE Ow i3 ) HATEa Owv il

< Kontowechselservice < Kontowechselservice

= \.lIM. El

| Alle = | Suchbegriff

‘ PLZ /Ort

Suchergebnis

Bitte geben Sie mindestens einen Suchparameter ein.

Kontakt

Nutzungsbedingungen Impressum
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LAT S 0w B 23 LA®SE Ow B 2[3 B o07:20

< Kontowechselservice < Kontowechselservice

= ¥ B
2
o
I Alle - Suchbegriff ‘ PLZ / Ort IE
ERGO Versicherungsgruppe AG
Detailseite zu Ihren
ERGO Versicherungsgruppe AG
Zahlungspartnern Victoriaplatz 2
40198 Dusseldorf
Bitte geben Sie unten Ihre individuellen Daten ein, um lhren Geschiftsheziehung
Zahlungspartnern die Bearbeitung zu erleichtern und Fragen
7u vermeiden. | ¥ Lastschrift I Gutschri |
Die mit * gekennzeichneten Felder sind Pflichtfelder. Umstellungsdatum

‘ .

@ Versicherungs. Nr.

‘ Versicherungs. Nr. (Optional) |

4.6 Dynamisch versichert

Dynamisch Versichert provides an easy way to manage all your insurance contracts in one application. The
user is able to add a new insurance manually or the app analyzes the revenues for common insurance
payments. This helps the user to have a general summary of his insurances.

It is also possible to compare your existing insurance contracts with new one based on specific providers.

When the user manually add an existing insurance contract it is possible to scan your documents with your
smartphone using the device camera. The camera takes a picture of the documents and creates PDF files
from them.

The app uses new pfREST methods listed below.

Method Description
POST /dynamischversichert/insurance allows the user to manually add a insurance
GET /dynamischversichert/insurance returns a list of all managed insurances
GET /dynamischversichert/mandateform gets a pdf form which has to be signed by the insurant
person
POST /dynamischversichert/mandateform Submit the signed document
PUT /dynamischversichert/insurance Update specific data of an adapted insurance
18 1.0 8 August 2016
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DV started b
VIMpay Appy Download creditorlds
and insurer from
bankparameter
interface

Search all
revenues from
No p  existing bank
accounts in

VIMpay

!

Display matching
revenues
User can create a
new one

!

User selects
insurence which
will ne transfered

Check for new
insurances

Yes DV already setup?

Yes

Brokermandate

User has to sign </Nein
granted

Brokermandate

No Ja

Send signed
brokermandate for
insurance data

Send new insurance
data to DV

Start DV

4.7 VIMpay Connect

With VIMpay Connect there is a new service for VIMpay Users to store their payment data in several stores
like Amazon, PayPal, Apple App Store or Google Play Store. The user selects one or more stores where he
would like to pay with his VIMpay card. After he has chosen a store he will be asked for his login credentials
for this store. When he has entered his login data an automatic process starts which uses screen scraping to
add his payment data in the selected store for the given account.

The simplified process is shown in the following diagram.
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VIMpay User
starts VIMpay Script for selected
Connect for a store downloaded?

selected store

Yes

Request login

Login successful

Yes

Automatically add
VIMpay card as

VIMpay card
guccessfully added

Yes

!

Notify user that his
VIMpay card was
successfully
added to the
selected store

credentials from
user and perform ‘\
login

payment method
and mark it as Yes l
favorite No

Download script
for selected store
NO————— from
bankparameter
interface

Yes

Login failed more
then 3 times?

Yes

Triggering process
to verify that script
is up to date

Is script
outdated ?

No

Tried to add VIMpay
ard for more then 3 times?.

Notify developer to
verify script

Neotify user that
VIMpay card has
not been added to
the selected store

Figure 5 VIMpay connect flow

5 Userinterface changes

The new simplified VIMpay Board shows the user only applicable functions in order to provide an easier
interaction on first usage of the app. The Transaction segments and VIMpay Valet (former Finance Buttler)
are completely removed on first app start (left screenshot).

After the setup of the app the VIMpay board is still in a simplified version, Transactions can be accessed via
the Pay Segment and the VIMpay Valet Segment is removed because it is always active when the user has a
VIMpay Card. VIMpay Valet can be deactivated in settings, see right screenshot "Automatic account
broadcast".
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= VIMpay = VIMpay & VIMpay Account

Change VIMpay Password

Change account service
Change your account within 3 steps

Automatic account broadcast .
Your revenues will be permanently refreshed

Sign off

Deactivate account

Here we go! 101.24 € @

BANKING BANKING

The bank account setup is also in a new easier version available. The bank entries contains the logo of it and
the search is optimized, for example multiple search queries can be entered like "Sparkasse 200", both
features helps the user to setup his bank accounts faster and simpler (first screen). The screen for bank
account credential input is also optimized, the reminder was removed and the bank info / help screen is
accessible via the question mark on the right (second screen). The new Bank info screen gives the user more
information about his bank and provides an embedded map view to help finding it (third screen). After a
successfully login in the bank account the available accounts are shown and the user is able to select which
account should be visible in the banking overview (forth screen).

0w 4 8 211 @vdizo| & @ 09 4 @ 212

Search for Bankcode, BIC or na... < Bank contact
s 50050201 @ Info

S 1822direkt To use this app, you will need your online banking
Freisinger Bank eG VB-RB login data. HBCI or FinTS is a secure, encrypted
701 696 14 transmission mode for banking transactions. These
will be provided by your bank.

> 500 502 22
S 1822direkt

<& %}@ _§
& Vs, &
gra 39060180 S St e .
== Aachener Bank eG Volksbank VR-NetKey oder Alias & 66 Freising@ [£]
i
©
600 696 73 Banking-PIN a a
Abtsgmiinder Bank -Raiffeisen & 5
@\\
1 2 3 4 5 6 7 . 8 9 o GO |€ & o a
gwe r t y u i o p BEEEEEN 9 @
Your data will be
stored encrypted in the app. g
etails

a s d f g h j k I
9 Miinchner StraBe 2, Freising

4 z x¢cvbnm €&

%, 08161189
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[ Q@ v 4 0824

Select your Accounts

Select the accounts you want to see in your
overview. This can always be changed in Settings.

Girokonto
DE 1120041111 0 155304900

Tagesgeld PLUS
DE 70 20041111 0 155304905

Depot
155304900

DONE

The VIMpay account login screen is renewed, only mobile login and registration is possible. After login the
card data and revenues as well as the balance is loaded.

The VIMpay card details screen now combines the online, POS and withdraw unlock functionalities. Also the
user is able to start an instant replenishment using the button on right bottom corner. By dragging the card
to left the card PIN is shown and by dragging to the right the CVC is visible. The PAN will become visible too
the by touching the card.

Qv di7n | K @ Qv 40708

EXPIRES

VIM®
™

c‘ﬁn HOLOER/ EXPIRES

PHILLIPP FENSﬁRMACHE..‘ 01/36

Mobile number e D Ll
Password ] = O Drag the card to the left side of your screen to show
CASH CASH POINT ONLINE the CVC and to the right side of your screen to show
the PIN
Unlock your VIMpay Card for shopping. Unlock your VIMpay Card for shopping.

OUPS, FORGOT PASSWORD

The instant replenishment and transaction screens comes in a new look too. The TAN method picker is more
clearly and the TAN input screen highlights essential keywords like mobile phone numbers.
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6 Availability

6.1 Android

Version 3 of the VIMpay app Android is available on the VIMpay BETA Community on Google Play.

6.2 iOS

Version 3 of the VIMpay app iOS is available on the App Store.
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